
EE14 Homework 4: Password “cracking”
Due on Gradescope, Friday March 13 at 11:59pm

Introduction

In this homework assignment, you’ll dive straight into some assembly code to decipher a password.

After successfully completing this homework, you should be able to:

• Run assembly code on your Nucleo, and use the debugger to single-step through instructions.

• Read assembly code with more than a couple dozen instructions.

• Decipher instructions and memory locations on a live system.

Assignment

(a) Download your customized assembly code for this homework, following the link on the course website.

(b) Create an empty PlatformIO project with the same settings as you would for a lab:

• Board: ST Nucleo L432KC

• Framework: CMSIS

(c) Copy the source code you downloaded (password.s) into the src directory of your project. You should
be able to build and run the project without any additional work.

Open the serial monitor (using 9600 baud) to interact with the program. You should see a message
saying “Hello, please enter your super secret homework 4 login”. If you don’t, try hitting “enter” and
it should reset.

When you type in the correct password, you should see the message “Success! Your key is...” followed
by another password-like string. This is your “key”.

(d) The rest of this homework is simple: figure out your key. When you’ve recovered your key (whether
by finding your password or some other way), you’re done!

Some ideas to get started

We hope part of the fun of this homework is getting to choose your own approach, but here are a few things
that might help get you started:

(a) The passphrase and key are both based on the EFF dice-generation wordlist.

(b) The password and key are obfuscated, but the code “deobfuscates” them before comparing with the
password you typed in. So the password exists in clear text in memory, if you know when and where
to look.

As a side note, you should never, NEVER EVER, do this on a system that needs to be secure. The
right thing to do is to store the “obfuscated” password using a cryptographically-secure hash (e.g.,
SHA-256) and then hash what the user typed in the same way to compare. This way, you can still
authenticate users, even though it’s impossible for you (and hopefully any attackers) to decrypt the
passwords.

https://www.eff.org/dice


EE14 Homework 4: Password “cracking” Spring 2026

(c) Try running the code in the debugger and observe how it works. There is a lot of code, but all the
action is in main and deobfuscate.

(d) All of the strings are stored together in the assembly code. You should be able to take a good guess
which ones are the obfuscated password and key.

(e) Many of the memory addresses are encoded as well, and loaded into registers which are later used as
pointers. Can you figure out which registers store which pieces of information?

(f) You’re more than welcome to modify the assembly code. Obviously if you can cause the code to skip
the password check, then you’ll get your key easily!

Check-in

During your lab section, TAs will ask you to quickly check in on this assignment to make sure you’re not
stuck. At a minimum, they’ll make sure you:

• Can download your .s file and build the code

• Can use the PlatformIO debugger to step through the code and examine the processor state

• Have some ideas to get started on this assignment

What to turn in

You should turn in a brief writeup with the following:

• Your key (and password, if you recovered it along the way).

• Clear step-by-step instructions for how someone else could “crack” a password if they were given a
similar setup. Focus on getting the right level of detail for someone who understands the Nucleo board
/ VSCode but has not done this process before (i.e., a classmate who hasn’t done this project yet!)

It’s easy to forget steps, so you might find it helpful to write your instructions, and then try to follow
them yourself, making notes about any steps that might be ambiguous or overlooked entirely.

Doing this clearly and concisely is actually really hard (a fact I am reminded of every time I write a lab
handout!) which is why it’s worth practicing.

This isn’t glamorous work, but remember that there will be many times when you need to write instructions
for others — other engineers on your team, onboarding documents for new colleagues, internal customers
and users, technical support, or even actual non-technical customers (yikes!).
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