
EE14 Lab 4: Lock it up!
Prelab due 24 hours before your lab session Week of February 16-20

Writeup due a week after your lab session (February 23-27)

1 Introduction

In this lab you’ll build a keypad combination lock, like you might find on a door, safe, or locker. This will
require integrating a lot of different things from the last few weeks: multiplexed inputs, outputs, timers, and
a state machine or two to tie everything together. And when you’re done, you’ll have built something that’s
an actual product people use every day. All you need is some nicer packing and you could start a business!

After successfully completing this lab, you should be able to:

• Make a state machine in C with non-trivial behavior

• Use the microcontroller’s built-in timers to time things

Documentation focus: State diagrams — your code will implement at least one state machine, and you
will create pretty diagrams to illustrate and explain its behavior.

2 Requirements — Read this carefully!

Your lock will use:

• A 12-button multiplexed keypad, with the digits 0-9 and the symbols * and #

• A red and green LED for visual feedback (you can use an RGB LED, or two discrete LEDs)

• A third LED to indicate whether the bolt is unlocked. You’re welcome to use a micro servo for this
instead, if you’d prefer to be more realistic. You could even cut up a cardboard box or laser-cut a little
enclosure if you want to be really fancy.

To lock:

1. Press the * key.

2. The LED will blink red to confirm that the door is locked.

3. The “lock” indicator LED will turn on (or the servo will move to the locked position).

To unlock:

1. Enter the 4-digit code.

2. If the four digits are correct:

• the “lock” indicator will turn off (or the servo moves to the unlocked position)

• the green feedback LED will light until a button is pressed or 2 seconds have elapsed, whichever
comes first.

3. If the digits are incorrect:

• the red feedback LED will light until a button is pressed or 2 seconds have elapsed, whichever
comes first.

4. If an incorrect code is entered 3 times in a row, the lock goes into a “lockout” mode for 10 seconds. In
this mode, the LED blinks red after every keypress, and no other action is taken.

You are welcome to hard-code the entry code into your program, but a fun extension would be to add a
mode where the user can set a custom code. Take a look at the user manuals for some real locks (links on
the course website) to see some ways this is done in actual products (not that those are always user-friendly
or even secure, but it’s a good place to start)!
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3 Prelab

P1: Draw a state transition diagram to implement the specified behavior (and any other optional
behavior you’d like to add).

4 In lab

L1: Create an empty PlatformIO project with the same settings as usual:

• Name: Whatever you want, but hopefully something descriptive like EE14 lab5!

• Board: ST Nucleo L432KC

• Framework: CMSIS

L2: Add the TIM2 starter code from the course website, and your keypad code from lab 4. If you want
to use printf(), then make sure you copy the serial code over too.

L3: Write some code that uses TIM2 to time something. You might turn an LED on for 2 seconds, or
printing a message to the serial console every second. Tip: You can write this code in its own file
with a main() function, and then move it to the test folder in the PlatformIO project once it’s
working. That way you can keep it for reference and future testing, but it won’t be compiled or
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conflict with the “real” main().

L4: Write the code to implement your state machine.

L5: When it’s working, demonstrate to your TA! Make sure to demonstrate all of the states/transitions,
not just the “normal” path.

5 What to turn in

Your lab report should contain the following:

• A cover page with your name, date, lab section, and lab TA names, and a concise description of your
lock behavior.

• An updated state diagram that reflects what your code actually does. This must be drawn with a
computer in a vector editing tool (no whiteboard drawings or iPad sketches, and no Paint/Photoshop).
If you need some tool suggestions, I’ve seen great things drawn with Graphviz Dot (save as SVG/PDF!),
Mermaid (mermaid.live), Inkscape, Adobe Illustrator, PowerPoint, and OmniGraffle.

• Answers to the following questions:

– What do you understand now, that you didn’t before the lab?

– What are you confused or curious about? (You’re still not allowed to say “nothing” — once again,
I have things I’m confused and curious about after writing this lab.)

– How long did it take you to complete this lab? (This will help us calibrate the workload for future
semesters.)

• Your completed code, as text in a monospace font at the end of the report (not a screenshot!). You
should be able to copy and paste straight out of VSCode and keep the syntax highlighting. The LATEX
listings package is also a great way to typeset code.

3

mermaid.live

	Introduction
	Requirements — Read this carefully!
	Prelab
	In lab
	What to turn in

