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Embedded Systems
Assembly programming: down to the bits



Delegating work to a small microcontroller
https://www.rbdimmer.com/



More buttons than wires?
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Reading a multiplexed keypad

4 driving pins, 3 reading pins

Set the pin high

Check each of the reading pins

For each driving pin:



But what happens when a switch isn't connected?

 

 
LOW (0)

HIGH (1)

GND (0V)

VCC (3.3V)

An input pin just reads whether the voltage (level) is above a threshold.

Pin



 

 
LOW (0)

HIGH (1)

GND (0V)

VCC (3.3V)

Switch to ground
connected

By reading the level, we can tell if the switch is making a connection to ground

Pin

An analogy for input pins



An analogy for an input pin

 

 
LOW (0)

HIGH (1)

GND (0V)

VCC (3.3V)

Switch to ground
disconnected

Except that when the switch is disconnected, we have no control over
the level! We're at the mercy of the environment.

Pin



An analogy for an input pin

 

 
LOW (0)

HIGH (1)

GND (0V)

VCC (3.3V)
Pullup resistor

(a small trickle from Vcc)

Vcc

Pin

10kΩ



Reading a multiplexed keypad

4 driving pins, 3 reading pins

Set the pin high

Check each of the reading pins

For each driving pin:
Enable pull-downs on reading pins



What if multiple buttons are pressed?

Shorted out!



What if multiple buttons are pressed?

We're driving the top wire HIGH
The other three wires are LOW
Switches 2 + 8 are pressed



What if multiple buttons are pressed?

4 driving pins, 3 reading pins

Set the pin high

Check each of the reading pins

For each driving pin:
Enable pull-downs on reading pins

Set other pins to be inputs (high-Z)



New module: architecture + assembly

What is the importance of any of this if I will always be writing
code in C? What do I need to actually be taking away from this?
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Our goal is to write high-performance code for
embedded systems.

We have some good tools already, but to go further,
we need to understand more about the hardware.



New module: architecture + assembly

What is the importance of any of this if I will always be writing
code in C? What do I need to actually be taking away from this?

Our goal is to write high-performance code for
embedded systems.

We have some good tools already, but to go further,
we need to understand more about the hardware.

How do interrupts work? How do we use them well?

How do function calls work? How much do they cost us?



By the end of class today, you should be able to:

Identify which "Arm" we're using in this course, and describe the
major differences from other Arm part families.

Read a short Arm assembly listing and write C code that would
produce it.



Non-objective:
Memorize all the Arm opcodes, or be able to write Arm assembly
fluently.

This is 2026. Compilers are way better than you at writing (and
optimizing) machine code. You need to read and understand
assembly, not write it.



The Arm landscape

Arm, "ARM Cortex-M for Beginners" 2016



What is Thumb?

Once upon a time, there was the Acorn RISC Machine
All instructions are 32 bits

But code density matters!
So Thumb includes the most important (common) stuff
in a 16-bit instruction, with an option to use 32 bits when
necessary.

It has evolved; today's microcontrollers use
a subset of Thumb-2



Architecture terminology

Program
Memory

Write Data

ALU

Data Address

Read Data

Select Source 1

Select Source 2

Select Destination

Select ALU Operation

Instruction
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Result
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Instruction
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and

Sequencer

Data
Memory

Result

Figure 4.2 Simplif ed structure of a CPU core.



Architecture terminology

Dean Figure 4.3



Main categories of instructions

ALU operations
Take two registers, do an operation, and save the result

(or one register and a constant)
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Main categories of instructions

ALU operations
Take two registers, do an operation, and save the result

(or one register and a constant)

Memory operations
Save register values to memory, or load values into registers

Control flow
Change the PC (if / loop / function call / etc)



Cortex-M instruction subsets



Cortex-M instruction subsets STML432KC is a Cortex-M4



Endian-ness
Is one better than the other?

Not really.

Is this visible to the programmer?
Very much so!



From C to bits

Demo compiling code and disassembling



Real programmers

http://www.catb.org/jargon/html/story-of-mel.html
(Now let's go back to our productive ways of writing code)

xkcd.com/378/



Where to find GCC

~/.platformio/packages/toolchain-gccarmnoneeabi/bin/
arm-none-eabi-gcc

PlatformIO installed gcc for Arm, we just have to find it!

C:\Users\USERNAME\.platformio\packages\
toolchain-gccarmnoneeabi\bin\arm-none-eabi-gcc.exe



Exercise 1:
Write some C code that will compile to this assembly:

Try on your computer, or on godbolt.org

Use flags -mcpu=cortex-m4 -O1

do_the_math(int):
       lsls    r0, r0, #4
       adds    r0, r0, #3
       bx      lr



Exercise 2:
Write some C code that will compile to this assembly:

Try on your computer, or on godbolt.org

Use flags -mcpu=cortex-m4 -O1

do_the_stuff(unsigned int):
       mov     r2, #1073741824
       ldr     r3, [r2]
       bic     r3, r3, #48
       str     r3, [r2]
       bx      lr



Exercise 3:
Write some C code that will compile to this assembly:

do_the_stuff(unsigned int):
       mov     r3, #1073741824
       ldr     r2, .L2
       str     r2, [r3]
       bx      lr
.L2:
       .word   305419896



Exercise 4:
Write some C code that will compile to this assembly:

do_the_stuff(unsigned int, unsigned int):
       cmp     r0, r1
       ite     ls
       movls   r0, #0
       movhi   r0#, #1
       bx      lr



For next time

No new reading!

HW 2 (due Wednesday 1:30pm)

In-class quiz on Wednesday


