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An observation about C/C++



Scavenger hunt



By the end of class today, you should be able to:

Trace an Arm assembly program through a function call

Define an application binary interface (ABI), and explain why we
need one.



WHO CARES??

Definitely necessary when debugging / optimizing with assembly

Understanding where variables actually end up in memory
and how they get passed around / used lets you optimize them.

Important to understanding interrupts

And eventually we'll use this knowledge to build a multi-threading
real-time OS (hopefully?)



A simple function call

uint32_t add_one(uint32_t value)
{
   return value + 1;
}

int main()
{
   uint32_t a = add_one(12);
   return a;
}

add_one(unsigned int):
       adds    r0, r0, #1
       bx      lr

main:
       push    {r3, lr}
       movs    r0, #12
       bl      add_one(unsigned int)
       pop     {r3, pc}



A simple function call

08000000 <add_one>:
8000000:	3001      	adds r0, #1
8000002:	4770      	bx	lr

08000004 <main>:
8000004:	b508      	push {r3, lr}
8000006:	200c      	movs r0, #12
8000008:	f7ff fffa 	bl	8000000 <add_one>
800000c:	bd08      	pop	{r3, pc}

Jump to address in link register
mov, pc, lr (set PC to value of LR)



A simple function call

BL: Branch and link

BX: Branch to register

Go to this address, but save the next PC value (aka the
return point) into the link register (LR)

Go to the address in the specified register

BX LR
Go to the address previously saved in the link register



What is an "Application Binary Interface"?

The architecture specifies what registers we have and what 
operations we can perform.

The ABI specifies how we use the architecture features to
build programs.



What is an "Application Binary Interface"?

The architecture specifies what registers we have and what 
operations we can perform.

The ABI specifies how we use the architecture features to
build programs.

Example: the ABI specifies that the return value of a function
is placed in R0.

https://developer.arm.com/Architectures/Application%20Binary%20Interface



Dean Figure 5.5



A function call with multiple arguments

Try writing (and calling) your own!

uint32_t max_u32(uint32_t x, uint32_t y)
{
 if(x > y){
   return x;
 }
 else{
   return y;
 }
}

You may need the -fno-inline compiler flag

#include <stdint.h>

Compiler: 32-bit Arm GCC (trunk)
Flags: -mcpu=cortex-m4 -O1



What about 64-bit arguments?

uint64_t max_u64(uint64_t x, uint64_t y)
{
 if(x > y){
   return x;
 }
 else{
   return y;
 }
}



What happens when I call another function?

bool read_button(void);

void keyscan(bool keys[4][3])
{
 keys[0][0] = read_button();
}

keyscan(bool (*) [3]):
       push    {r4, lr}
       mov     r4, r0
       bl      read_button()
       strb    r0, [r4]
       pop     {r4, pc}

keyscan's input argument is in R0. But that's where
read_button's return value goes!
And we need to save the link register!



What happens when I call another function?

keyscan(bool (*) [3]):
       push    {r4, lr}
       mov     r4, r0
       bl      read_button()
       strb    r0, [r4]
       pop     {r4, pc}

Save R4 and LR to a "special place"

Copy R0 to R4, where it will be safe (unmodified by function)

Call the function, return value will be in R0

*r4 = r0 (Save the value from the function into pointer R4)

Restore R4 and LR to their original values



Ok, but where do we store this stuff?

In memory (because we're out of registers!)

A fixed location for each function?



The stack

Arm ABI specifies a "full descending" stack

Descending: memory addresses decrease 
as the stack grows.

Full: The stack pointer refers to the last
valid (filled) space on the stack.

0x20000000

48kB
0x2000C000
0x2000BFFC



Push and pop

Kinda CISC instructions, but really useful

0x2000C000

0x2000BFFC

0x20000000

(48kB)

push {r7, lr}

pop {r7, lr}



Using pop to return

keyscan(bool (*) [3]):
       push    {r4, lr}
       mov     r4, r0
       bl      read_button()
       strb    r0, [r4]
       pop     {r4, pc}

pop {r4, lr}
bx lr



Stack example
uint32_t sum_u32_5(uint32_t v, uint32_t w, uint32_t x,
                  uint32_t y, uint32_t z)
{
 return v + w + x + y + z;
}

int main()
{
 int x = sum_u32_5(1, 2, 3, 4, 5);

 return x;
} https://godbolt.org/z/4Mfs9Ejnn



Draw the stack layout

https://godbolt.org/z/4Mfs9Ejnn

Remove the optimization flag (-O1), and draw the stack layout
as the code runs.

Put the optimization flag back (-O1), and draw the stack layout
as the code runs.

Remove the -fno-inline flag and see what happens.



push {r7}

sub sp, sp, #20



Variables on the stack
bool read_button(void);

void keyscan(bool keys[4][3]) {
 for(int row = 0; row < 4; row++){
   for(int col = 0; col < 3; col++){
     keys[row][col] = read_button();
   }
 }
}

int main() {
   bool keys[4][3];
   keyscan(keys);

   return(keys[0][0]);
} https://godbolt.org/z/bafe57jbq



Strings in C

A C string is just an array of (ASCII) characters.

Doesn't keep track of its length internally

Last byte is the numeric value 0, aka '\0', aka "null-terminator"



Strings in C

A C string is just an array of (ASCII) characters.

Doesn't keep track of its length internally

Last byte is the numeric value 0, aka '\0', aka "null-terminator"

This is a sharp knife: simple, efficient, and dangerous if
not handled with skill and care.



Write the strlen() function

int strlen(char* str)

Return the number of characters in the string, not including
the null terminator.



For next time

Class tomorrow!

Start scavenger hunt


