EE 14 Embedded Systems

Things that cause resets

Steven Bell
8 April 2026

Tufts

UNIVERSITY




By the end of class today, you should be able to:
B Explain what brownout is, and how to mitigate it

B Describe the purpose of a watchdog timer, and write code
(with a reference) to use one

m Sketch a flowchart showing the control flow for a program that
uses deep sleep



Brownout

A brownout is when the input voltage drops below an
acceptable limit (i.e., not quite a blackout)

Normally running at 3.3V

CPU is not guaranteed to be working correctly at this voltage

What to do?



Brownout

A brownout is when the input voltage drops below an
acceptable limit (i.e., not quite a blackout)

CPU is not guaranteed to be working correctly at this voltage

What to do?

Build an analog circuit that detects this situation, and puts
the chip in reset until the voltage is usable again.



Avoiding brownout
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5.2.1 Power-on reset (POR) | power-down reset (PDR) / brown-out reset
(BOR)
The device has an integrated power-on reset (POR) / power-down reset (PDR), coupled
with a brown-out reset (BOR) circuitry. The BOR is active in all power modes except
Shutdown mode, and cannot be disabled.
Five BOR thresholds can be selected through option bytes.
During power-on, the BOR keeps the device under reset until the supply voltage V...
Figure 9. Brown-out reset waveform
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Why did we reset?

RCC control/status register has bits which indicate why the
Drocessor reset,

uint32_t csr = RCC->CSR; // Get the reset cause
RCC->CSR |= RCC_CSR_RMVF; // Clear the reset cause flags

Note that the flag doesn't differentiate between brownout
and power being disconnected.



Watchdog timer
Last line of defense against code going awry in deployment

A simple timer that counts down (usually slowly)
Main code "feeds the watchdog" by reloading the counter

f it reaches a lower limit, it forces a processor reset



Window watchdog timer
Also reset the processor if you reset too early
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Watchdog demo

// Enable power to the watchdog peripheral
RCC->APB1ENR1 |= RCC APB1ENR1 WWDGEN;

// Use 8x prescaler
WWDG->CFR |= 0b11 << WWDG CFR_WDGTB Pos;

// Enable watchdog and (re)set timer to Ox7F
WWDG->CR = WWDG CR WDGA | OX7F;



Low-power modes

Reference manual section 5.3



"Standby" modes
Stop the CPU clock, but keep everything powered up



"Deep sleep" modes

Power off the CPU (except for the RTC or certain periperhals)



Coding for sleep mode

If you go into deep sleep, your code never returns!
Instead, it restarts at the top of main()
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