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Embedded Systems
What's an RTOS?



List several differences between an RTOS and bare-metal code

By the end of class today, you should be able to:

Explain how the concepts you already know can be combined
to create multiple threads of execution.

List several differences between an RTOS and a conventional
operating system (Windows/Linux/iOS/etc.)



Why have multiple threads?

A main loop + interrupts can go a (very) long way

But sometimes it would be nice to logically isolate tasks



Saving the processor state

The processor execution state consists of:
The registers (R0-R15, FP registers)
The stack
Memory (sort of)



Saving the processor state

The processor execution state consists of:
The registers (R0-R15, FP registers)
The stack
Memory (sort of)

So if I could push all the registers to the stack
and save the stack pointer somewhere
I could do something else and pick up where I left off!



What if we had two stacks...?
void thing1(void* p) {
 while(1){
   gpio_write(D1, 0);
   gpio_write(D1, 1);
 }
}

void thing2(void* p) {
 while(1){
   if(gpio_read(D2)){
     gpio_write(D3, 0);
   } else {
     gpio_write(D3, 1);
   }
 }



Suppose we're executing thread 1

Store the current processor registers (push them onto stack 1)
Grab the register values for thread 2 and put them into the processor registers (pop them from stack 2)

Keep track of SP for the other thread (global variable?)



How would we switch between them?

We need some way interrupt the processor...
SysTick is an obvious choice!



How would we switch between them?

We need some way interrupt the processor...

The flow to switch threads:



A few more details

We might have an arbitrary number of threads, not just two



A few more details

We might have an arbitrary number of threads, not just two

How should we pick which task to run?
Round-robin (loop through a fixed sequence)
Scheduled at particular time intervals
Using priorities (and preemption)



What about memory?

All of the threads share the same global memory

It's easy to pass data between threads

It's easy to cause horrible race conditions

We're gonna need some tools to handle critical sections



The mutex

thing1()
{

while(1){
lockMutex(*m);
critical section (using shared variables)
unlockMutex(*m);
non-critical stuff

}
}

thing2()
{

while(1){
lockMutex(*m);
critical section (using shared variables)
unlockMutex(*m);
non-critical stuff

}
}



How to make a mutex?

lockMutex(bool *m)
{

while(*m != UNLOCKED){}
*m = LOCKED; // Claim the mutex

}



Cortex-M support for mutexes

LDREX Rt, [Rn]

STREX Rd, Rt, [Rn]

Load the value for exclusive access

Store the value, and return whether
it succeeded.
(i.e., no other stores have occurred since the load)



uint32_t __LDREXW (uint32_t *addr)

uint32_t __STREXW (uint32_t value, uint32_t *addr)

CMSIS gives us an easy way to use these in C:



Could we use a mutex instead of disabling interrupts?



What does an OS provide?
(from an program's point of view)

Memory safety (isolation between programs / OS)
Memory allocation
Filesystem
Networking
I/O (USB, etc)
Multitasking



RTOS in real life

FreeRTOS

Zephyr

WindRiver VxWorks


